1. A UiWJS Conference to consider the iaprovejaent of the communications 
security of NATO countries was held in Washington, 5-12 June. USG1B 23/65, the 
Conference Report, is attached as TAB "A”. 

2. C2A filed a paper, U3GIB 23/67, which essentially dissented with results 
of the conference. ( f A3 H B”). This paper was discussed by USC1&& on 6 July, and 
as a result, CIA indicated its dissent would not he presented at the Board met* 
ing unless the Director, CIA, personally desired to raise the differences noted. 

3. A rebuttal to DSC IB 23/67 was prepared by NSA representatives. (TAB n C M ) 
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4. USC IB Is scheduled to vote on the conference results at the 10 July 
meeting. 

5. The main conclusions of the conference were essentially as follows 1 

a. The diplomatic communications of certain NATO countries constitute 
a potential source of valuable intelligence for the USSR. 

b. Action should be taken isnediately to rectify all vulnerable communi- 
eation security practices cf NATO countries. 

c. An approach should be made to the French government by the cognisant 
UK~U5 authorities with the objective of bringing French Communication security up 
to an agreed UK-03 standard} an approach to the NATO countries, other than France, 
should be nade by the Standing Group of NATO, with the objective eg above. 

6. Actions remaining as result of conference* 

a. The cognisant US authorities Bust be designated. 

b. In paragraph lOd (TAB A) It states that the means of improving coeMHun id- 
eation security of coameroial cipher machines, without reducing UK-US COMINT, 
would be a subject far further consideration. 

o. Li paragraph 21 (TAB A) it states that the UK. and US will formulate 
agreed and detailed minimum security standards for DAK) countries. 

d. In paragraph 24 (TAB A) it was suggested that a small combined working 
group should be set up in Washington, mads up of intelligence, political, and 
technical interests. The exact composition and terms of reference to be decided 

by cognisant UK and US authorities. 
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7. It is recommended that the NBA member vote for approval of the conference 
report, USC 13 23/65. ( ?AB A) 

8. Approval, however, should be made with the recommendation that USC IB 
appoint an ad hoc comitt se, composed of US delegates to the recent conference, 
whose Amotion will be to work out the details for the US action remaining from 
the conference. 
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Item 2 BRIEF OK CQBPkRklCE REPORT (USCIB 23/60 



1. A UK-US Conference to consider the improvement of the coeeaunieat loo s 
security of RATO countries was held In Washington, 5-12 June* USCIB 23/65 is 
the Conference Report. 

2. CIA filed s paper, USCIB 23/67, which essentially dissented with results 
of the conference, This paper was dismissed by USCIEtC on 6 July, and as a 
result, CIA Indicated its dissent would not be presented at the Beard meeting 
unless the Director, CIA, personally desired to raise the differences noted* 

3* A rebuttal to USCIB 23/67 was prepared by NSA representatives. 
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aX CONSIDERATIONS 



4* USCIB is scheduled to vote on the conference results st the 10 July 
nesting* 

5* The main conclusions of the conference were essentially as followst 



a. The diplomatic cown ml cations of certain NATO countries constitute 
a potential source of valuable intelligence for the USSR. 

b* Action should bo taken 1 maud lately to rectify all vulnerable eoaotmi- 
cation security practices of NATO countries* 



c. An approach should be made to the French government by the cognisant 
UiUUS authorities with the objective of bringing French Conmmicaticn security up 
to an agreed UK-US standard) an approach to the NATO countries, other then France, 
should be made by the Standing Group of NATO, with the objective as above. 

6. Actions remaining as result of conference i 

a* The cognisant US authorities must be designated. 

b. In paragraph lOd, USCIB 23/65, it states that the means of .improving 
coosunlcatian security of commercial cipher machines, without reducing UK-US 
COMINT, would be a subject for further consideration. 

o. In paragraph 21, USCIB 23/65, it states that the UK and US will 
formulate agreed and detailed ninlwan security standards for NATO countries. 
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d. In paragraph 24, U SC IB 23/65, it was suggested that a small conbined 
working group should be set up in Washington, aads up of intelligence, political, 
and technical interests. The exact composition and terns of reference to be 
decided by cognisant UK and US authorities. ' 



7* It is reeooaended that the MSA member vote for approval of the 
conference report, USCIB 23/6$. 

8. Approval, however, should be made with the recoanendatian that USCIB 
appoint an ad hoc committee, composed of US delegates to the recent conference, 
whose function will be to work oat the details for the US action remaining from 
the conference. 





